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Every year identity theft costs businesses millions of dollars. As you may be aware, the recently adopted Red Flags Rule
requires a broad range of businesses and organizations to implement written Identity Theft Prevention Programs designed
to detect warning signs — or “red flags” — of identity theft in their day-to-day operations, take steps to prevent the crime of
identity theft, and mitigate the damage it inflicts. If your company is a financial institution or you regularly allow customers
to pay for goods or services after receipt of such goods and services, you may be subject to the Red Flags Rule.

According to the FTC, the Red Flags Rule is likely to impact more than 11 million businesses and organizations across a
wide variety of industries, in particular those businesses that provide goods and services that are used generally for
personal, family, and household purposes. The FTC is scheduled to begin enforcing the Red Flags Rule on June 1, 2010.
Therefore, it is imperative that your company immediately assesses whether it is subject to the Rule.

Who is Affected: The Red Flags Rule applies to “financial institutions” and “creditors” that offer or maintain one or more
“covered accounts.” In addition, companies that provide services to financial institutions or creditors may be indirectly
impacted by the Red Flags Rule.

As defined by the Rule, “financial institutions” are banks, savings and loan associations, credit unions, and any other entity
that holds a deposit or other account that allows for payments or transfers of funds to third parties.

The term “creditor” is defined broadly to include any entity that regularly extends, renews or continues credit, as well as
any entity that regularly arranges for the extension, renewal, or continuation of credit. Thus, the term creditor
encompasses a wide variety of businesses and organizations such as finance companies, automobile dealers, schools,
mortgage brokers, retailers, utility and telecommunications companies, certain debt collectors, and professional service
providers such as accountants, dentists, veterinarians, and doctors.

If your company is a financial institution or you regularly extend credit or arrange for the extension of credit, the next step
to evaluate if you are subject to the Rule is to determine if you offer or maintain “covered accounts.” Covered accounts are
accounts used primarily for personal, family, or household purposes that involve multiple payments or transactions, such
as credit card accounts, mortgage loans, car loans, utility accounts, and checking or savings accounts, as well as
accounts for which there is a foreseeable risk of identity theft, such as small business or sole proprietorship accounts. If
your business is a financial institution or creditor and you offer or maintain one or more covered accounts, you must
comply with the Red Flags Rule.

What is Required: Companies subject to the Red Flags Rule must design and implement a written Identity Theft
Prevention Program (a “Program”) that is intended to detect, prevent, and mitigate identity theft in connection with the
opening of a covered account or any existing covered account.

If your company is covered by the Red Flags Rule, your Identity Theft Prevention Program must be in place by June 1,
2010. While every Identity Theft Prevention Program must have four essential features and be adopted by the company’s
board of directors, each Program must be uniquely tailored to the company’s size, complexity, and the nature and scope of
its operations.
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Impact of the Red Flags Rule on Service Providers: Your company also may be impacted by the Red Flags Rule if you
do business with a financial institution or creditor that offers or maintains “covered accounts.” The Red Flags Rule requires
financial institutions and creditors to exercise effective and appropriate oversight of service providers. If your company
provides services to a entity subject to the Red Flags Rule you will likely be asked to demonstrate that you have
reasonable policies and procedures designed to detect, prevent, and mitigate identity theft. In some cases, service
providers may even be asked to enter in a written contract certifying compliance with the Red Flags Rule.

Due to the broad scope of the Red Flags Rule, companies across all industries need to assess whether they are subject to
or impacted by the Red Flags Rule. If you have questions regarding whether your company is subject to or may be
impacted by the Red Flags Rule, what is required to comply with the Rule, or if you need assistance in designing or

implementing a Program, please feel free to contact us.
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